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4. EATZE(R (vm03, vm04)
4.1. 08 OREER

[root@vm04

“1# cat /etc/redhat-release

CentOS release 5.5 (Final)

4.2. iptables M¥E

[root@vm04

#!/bin/sh

“1# vi iptables. sh

/etc/init.d/iptables stop

iptables
iptables

iptables
iptables
iptables

iptables
iptables
iptables
iptables
iptables
iptables

| |
>< M

—P INPUT ACCEPT
—P OUTPUT ACCEPT
—P FORWARD DROP

-A INPUT -s 192.168.245.0/24 -j ACCEPT
-A OUTPUT -s 192.168. 245.0/24 - ACCEPT
-A INPUT -s 127.0.0.1 —j ACCEPT

—A OUTPUT -s 127.0.0.1 —j ACCEPT

-A INPUT =i lo —j ACCEPT

—A OUTPUT -o lo —j ACCEPT

/etc/init. d/iptables save
/etc/init.d/iptables start
[root@vm04 “1# sh iptables. sh

4.3. openss| 3<% > K PATH DOFER
[root@vm04 ~1# which openssl
/usr/bin/openss|



5. CA D#ESE (vm04)

Ea—

5.1. openssl.cnf DEXRTE
[root@vm04 ~1# cd /etc/pki/tls/
[root@m04 tls]# vi openssl.cnf
— snipped —
[ CA _default ]

x509_extensions usr_cert
|E®E

xb09_extensions = v3_ca
— shipped —

[ usr_cert ]

#nsCertType server
| E&E

nsCertType = server
— shipped —

[ v3_ca ]

#nsCertType = ssICA, emailCA
| ZE&

nsCertType = sslICA

—— snipped —

5.2. CA DtEZE

[root@vm04 tls]# cd misc/

[root@vm04 miscl# . /CA -newca
— shipped —
Country Name (2 letter code) [GB]:JP
State or Province Name (full name) [Berkshire]:Ibaraki
Locality Name (eg, city) [Newbury]:Tsukuba
Organization Name (eg, company) [My Company Ltd]:KEK
Organizational Unit Name (eg, section) []:CRC
Common Name (eg, your name or your server’'s hostname) []:vm04
Email| Address []:

Please enter the following "extra' attributes
to be sent with your certificate request

A chal lenge password []:

An optional company name []:



— snipped —
Certificate Details:
Serial Number: 0 (0x0)
Validity
Not Before: Nov 29 08:13:55 2011 GMT
Not After : Nov 28 08:13:55 2014 GMT

Sub ject:
countryName = JP
stateOrProvinceName = Ibaraki
organizationName = KEK
organizationalUnitName = CRC
commonName = vm04

X509v3 extensions:
X509v3 Subject Key Identifier:
48:86:FA:C3:24:2E:09:EA:6C:59:FD:09:2D:8C:EE:A7:12:2A:DA:12
X509v3 Authority Key Identifier:
keyid:48:86:FA:C3:24:2E:09:EA:6C:59:FD:09:2D:8C:EE:A7:12:2A:DA:12
DirName:/C=JP/ST=Ibarak i /0=KEK/OU=CRC/CN=vm04
serial:00

X509v3 Basic Constraints:
CA:TRUE

Netscape Cert Type:
SSL CA

5.3. CAZIBAZE (cacert. pem). CA FBZ58 (cakey. pem) MDFER

[root@m04 miscl# Is /etc/pki/CA/cacert. pem
/etc/pki/CA/cacert. pem

[root@vm04 miscl# |s /etc/pki/CA/private/cakey. pem
/etc/pki/CA/private/cakey. pem

5.4. CAMZREFMAI—TISRESNLELTS
[root@vm04 miscl# chmod 600 /etc/pki/CA/private/cakey. pem
[root@vm04 miscl# chmod 700 /etc/pki/CA/private/

5.5. CAMZEHENFHERTHD
[root@vm04 miscl# openss| rsa —in /etc/pki/CA/private/cakey. pem —text



6. SSLH—/\BDERLE CSR MDFEIT - %48 (VmO3)

6.1. H—/\WEZEHEDER
[root@m03 ~1# openss| md5 * > rand. dat
[root@vm03 “1# openss| genrsa -rand rand.dat -des3 2048 > serverkey. pem

6.2. H—/\WEREFMI—IHSEONGELTS
[root@m03 ~1# chmod 600 serverkey.pem

6.3. T—/\MERBOPEZRTHD

[root@vm03 “1# openss| rsa —in serverkey.pem -text

6.4. CSR MR

[root@vm03 “1# openss| req —new —-key serverkey.pem —out csr.pem
— shipped —
Country Name (2 letter code) [GB]:JP
State or Province Name (full name) [Berkshire]:Ibaraki
Locality Name (eg, city) [Newbury]:Tsukuba
Organization Name (eg, company) [My Company Ltd]:KEK
Organizational Unit Name (eg, section) []:CRC
Common Name (eg, your name or your server s hostname) []:vm03
Emai| Address []:
Please enter the following "extra' attributes
to be sent with your certificate request
A chal lenge password []:
An optional company name []:

6.5. CSROFEZEZRTH5
[root@vm03 “1# openss| req —in csr.pem —text

6.6. CSR % CAIZ£5
[root@wm03 “1# scp csr.pem vm04: /tmp/csr_vm03. pem

6.7. H—/\WEHEDOEE
[root@m03 ~1# chmod 700 /etc/pki/tls/private/
[root@vm03 “1# mv serverkey.pem /etc/pki/tls/private/

10



1. SSLH—/\REBAEDRAT - 328 LB A CA REBAE DX(E (vm04)

7.1. CSR 774 ILDFEE
[root@vm04 ~1# Is /tmp/csr_vmO03. pem
/tmp/csr_vm03. pem

7.2, SSL H—/\GIEAZED1ERL
[root@vm04 “1# cd /etc/pki/tls/misc/
[root@vmO4 miscl# openss| ca —extensions usr_cert —in /tmp/csr_vm03. pem —out ¥
/tmp/servercert. pem
—— snipped —
Certificate Details:
Serial Number: 1 (Ox1)
Validity
Not Before: Nov 29 08:16:23 2011 GMT
Not After : Nov 28 08:16:23 2012 GMT

Sub ject:
countryName = JP
stateOrProvinceName = [baraki
organizationName = KEK
organizationalUnitName = CRC
commonName = vm03

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

Netscape Cert Type:
SSL Server

Netscape Comment:
OpenSSL Generated Certificate

X509v3 Subject Key Identifier:
1D:A7:6F:80:69:C8:D8:1A:B3:38:8F:AB:CF:8A:32:E7:F9:78:E1:1C

X509v3 Authority Key Identifier:
keyid:48:86:FA:C3:24:2E:09:EA:6C:59:FD:09:2D:8C:EE:A7:12:2A:DA:12

Certificate is to be certified until Nov 28 08:16:23 2012 GMT (365 days)
Sign the certificate? [y/nl:y

1 out of 1 certificate requests certified, conmit? [y/nly
— snipped —
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7.3. SSLY—/\SIBRZEZNOHEEZRTH D
[root@vm04 miscl# openss| x509 —in /tmp/servercert. pem —text

1.4, CAARITLUTIAIBAEOME L FERE

[root@vm04 miscl# cat /etc/pki/CA/index. txt
V1411280813557 00 unknown /C=JP/ST=Ibarak i /0=KEK/0U=CRG/CN=vm04
V1211280816237 01 unknown /C=JP/ST=Ibarak i /0=KEK/0U=CRC/CN=vm03

7.5. SSLH—/\iFERE#H—/N\ITE S
[root@m04 misc]# scp /tmp/servercert. pem vm03:/tmp/

1.6. To5oYHADCAFIRAE (N1 F 1)) Z2H—/IZED

[root@vm04 miscl# openss| x509 —inform PEM —outform DER -in /etc/pki/CA/cacert. pem ¥
-out /tmp/cacert. der

[root@vm04 miscl# scp /tmp/cacert. der vm03:/tmp/

12



8. SSL it Web H—/\E&5E (vm03)

8.1. SSLYU—/N\iEEAE. CAGIBAE DR
[root@wm03 ~1# Is /tmp/
cacert.der servercert. pem

8.2. SSL U—/\SIBAZNEE
[root@vm03 ~1# mv /tmp/servercert.pem /etc/pki/tls/certs/

8.3. H—/\#EFH, SSL Y—/\FIBAEZEDEEDFER

[root@vm03 “1# |s /etc/pki/tls/private/serverkey. pem
/etc/pki/tls/private/serverkey. pem

[root@vm03 “1# |s /etc/pki/tls/certs/servercert. pem
/etc/pki/tls/certs/servercert. pem

8.4. mod_ss|l DA X =)L
[root@m03 ~1# yum install mod_ss| -y

8.5. SSL AR—UMERL
[root@m03 “1# mkdir /var/www/html/ssl/
[root@m03 ~1# chmod 755 /var/www/html/ssl|/
[root@m03 “1# vi /var/www/html/ss|/index. html
<html>
<head>
<title>SSL Page</title>
</head>
<body>
This is SSL Page.
</body>
</html>

8.6. httpd. conf MEEE
[root@wm03 “1# vi /etc/httpd/conf/httpd. conf

—— snipped —
ServerName vm03:80 <—3&/N
— snipped —

<Directory “/var/www/html”>

13



AddType application/x-x509-ca—cert .der <«—EjN
<{/Directory>
— shipped —

8.7. ssl.conf METE
[root@wm03 ~1# vi /etc/httpd/conf.d/ssl.conf

—-snipped —

AddType application/x-x509-ca—cert .crt .pem «—Z=®H

— snipped —

SSLCertificateFile /etc/pki/tls/certs/servercert.pem «—ZE

— shipped —

SSLCertificateKeyFile /etc/pki/tls/private/serverkey. pem —Z &
— shipped —

DocumentRoot “/var/www/html/ss|” %8
ServerName vm03:443 <%=
— shipped —

8.8. Apache D#ZH)
[root@m03 “1# /etc/init.d/httpd start

Stopping httpd: [FAILED]

Starting httpd: Syntax error on line 115 of /etc/httpd/conf.d/ssl. conf:

SSLCertificateFile: file '/etc/pki/tls/certs/servercert.pem’ does not exist or is
empty

[FAILED]

XEEEDIS—MHE-HE(X, SELinux BNEMMIZE > TS AREMENH S DT 8.8. 1 IBLIED
EXZITS
KIZ—DHGEN>1=HEE. 8.9 BIDEEAED

8.8.1. SELinux MFEE & Xt
[root@m03 ~1# getenforce
Enforcing

[root@m03 ~1# chcon user_u:object_r:httpd config t /etc/pki/tls/certs/servercert. pem
[root@wm03 “1# chcon ¥

user_u:object_r:httpd config_t /etc/pki/tls/certs/private/serverkey. pem —FEME
(O (W A

14



8.8.2. SELinux DML (FEEZFEDH)

[root@vm03 “1# vi /etc/selinux/config
SELINUX=disabled «—Z&

[root@m03 ~]# reboot

8. 8. 3. Apache MD#2HE)

[root@m03 ~1# /etc/init.d/httpd restart
Stopping httpd: [ 0K 1]
Starting httpd: Apache/2.2.3 mod_ssl/2.2.3 (Pass Phrase Dialog)
Some of your private key files are encrypted for security reasons
In order to read them you have to provide the pass phrases

Server vm03:443 (RSA)
Enter pass phrase:

OK: Pass Phrase Dialog successful.
[ 0K ]

KTROIS—MBHEGEIX. L—brTa LY FIRR—LTA LY FIICBELTEE
httpd Y—EX &#EEL TH D
shell-init: error retrieving current directory: getcwd: cannot access parent
directories: No such file or directory

8.9. H—/\WEHED/\X T L—XEHIF

X Apache DBEEFDEIZ/INR T L—XEANT 2O LZADHER
[root@vm03 “1# openss| rsa —in /etc/pki/tls/private/serverkey. pem ¥
—-out /etc/pki/tls/private/serverkey. pem

8.10. 75 H 4 »iRk— FH CASEBAZD AF
[root@vm03 “1# mv /tmp/cacert. der /var/www/html/
[root@m03 ~1# rm /tmp/cacert. der

15



9. T3 VHDRE (host)

9.1. http://vm03/cacert. der ~74 X L cacert.der 4 o>O—K
9.1.1. FireFox3.6 MiHE&

Y= )—=F T ar-FHHl-BEStoMBAEL*RTRIABIAEHE -1 VR—+
—cacert. der #EIR—>ZDFBIERDIZK S Web ¥ FDEAEIEFET 50K

9.1.2. IES DIBEH
Y—IL=>A VB —2y b T ar—-arTFUY-iIBRESEE SNT-IL— MERE-A >
R— k—cacert. der Z:BIR—-IIAZEFZTRTRDR FTIZEET 50K

9.2. https://vm03/~AF7H X
9.2.1. CASERAZEMN IS IHIZA ih— FENTLRES
R—IUDRTIND

9.2.2. CASEEAZEM TS IHIZA Vik— b EhTUWARWES
FireFox3.6
BHEOREMEERATETELARREFER L - LTERT A(CE—-05 %EM—t+
A T4 BINERBE-R—UhKRTEIND
IE8
Internet Explorer TIEZDR—DEIRRTEFEFEA
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